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Where does your information go? ISSE.

Institute for
Software & Systems
Engineering

Travel Agency Airline

(3) Comission

‘T’*

(1) Offers (2) Booking

&
Travel Planner

* Travel Agency never learns the user’s credit card data
e Airline only learns the user’s credit card data after user confirmation
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How much information are you sharing? ISSE.

Institute for
Software & Systems
Engineering

W < 2.5 km >
m < 25km%
Report run distance

®
Distance Tracker

Health Insurance Service

* Health Insurance Service never learns the user’s location

* Distance Tracker properly anonymizes the user’s location data as distance
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Overview ISSE.

Institute for
Software & Systems

Engineerin g

* [IFlow: a model driven approach for developing
distributed apps with secure information flow

 Software/security co-design in distributed apps

— Modeling
— Automatic check and verification

» Special aspect: limited release of information
— Modeling
— Verification
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IFlow: a model-driven approach to IFC ISSE

Institute for
Software & Systems
Engineering

MODEL FLOW
Modeling language Formal foundation

e formal semantics

( ASMs & predicate logic)

* principle: security by design

» graphical, domain specific

language for IFC * intransitive noninterference

* distributed apps & services (extension of Rushby/Meyden)

+  with tool support * declassification

(“what”, “where”, “when”)

* and code generation

astructureds ~ «User» «Application»

Credit card details only flow to the Airline A A
callow edFiow» user : User : TravelPlanner
T

| &

1: Getlnput<RequestData>() :
{User, TravelAgency, Airline} 9'

| creditcardcenter.ccd Airline |

2: SelectedFlightOffers(requestData := input)

{User, TravelAgency, Airline}
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IFlow: a model-driven approach to IFC ISSE.

Institute for
Software & Systems
Engineering

UML model

[ MODEL  FLOW J

1 automatic transformation v

— ; i verification Of[ Formal model ]
Monolithic gutomatic information release
code skeleton language-based

l IF check

[ Final, distributed ] automatic check of manually

application implemented code

Result:
» runnable application with guaranteed
information flow properties

Prof. Dr. W. Reif, reif@isse.de




A hybrid approach to provide guarantees ISSE.

Institute for
Software & Systems
Engineering

Information flow: Information release:
Automatic code check Formal verification
Travel Agency never learns the Airline only learns the user’s
user’s credit card data credit card data

after user confirmation

Health Insurance Service never

learns the user’s location Distance Tracker properly
anonymizes the user’s location

.
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Overview ISSE.
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Engineerin g

* IFlow: a model driven approach for developing
distributed apps with secure information flow

 Software/security co-design in distributed apps

— Modeling
— Automatic check and verification

» Special aspect: limited release of information
— Modeling
— Verification
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TravelPlanner: components ISSE.

Institute for
Software & Systems
Engineering

Application components: user interface, mobile apps and web services

=\

«User»
User

-confirmation : Boolean

+User( input : Data, singleSelection : Data, multipleSelection : Data [0..*], confirmation : Boolean )

' ™\
«Application» CreditCardDetails
E CreditCardCenter A5
+CreditCardCenter( user : User, ccd : CreditCardDetails ) ‘ U
re | +declassifyCCD( ccd : CreditCardDetails ) - CreditCardDetails || {US€r}
\,
4
«Application»
TravelPlanner
+TravelPlanner( ccc : CreditCardCenter, ta : TravelAgency, user : User, flightOffer : FlightOffer )
\ = = T - T
-flightOffer _ «Service»
FlightOffer ‘ TravelAgency
-id : Integer
‘ {User, TravelAgency, Airline}

’-mq htOffers T* airline k

«Service»
Airline
+Airline( flightOffers : FlightOffer [*], ta : TravelAgency )
+

filterOffers( reg : RequestData, fos : FlightOffer [*] ) : FlightOffer [*]
+processBooking( id : Integer, ccd : CreditCardDetails )
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TravelPlanner: data types ISSE.

Institute for
Software & Systems
Engineering

Data types and message classes

e «Usermessage»
UserM essage

A
[ 1

Getlnput<Type> GetSingleSelection
CreditCardDetails -selection : Data [0..]

GetFlightOffers RequestData
-requestData

-destination : String
-date : String

«Message»
Message

Lll

BookFlightOffer

FlightOffer
-id : Integer

-id : Integer
+BookFlightOffer( id : Integer, ccd : CreditCardDetails )

iahtOffers T"

CreditCardDetails

I-ccd

y S Y,
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TravelPlanner: behaviour

Institute for
Snfhware R Svatemg

«User» «Application» «Application» «Service» «Service»
user : User : TravelPlanner : CreditCardCenter : TravelAgency : Airline

T ) T T T

| 1: Getinput<RequestData>() | |
{User, TravelAgency, Airline} :
I
I

2: GetFlightOffers(requestData := input) |

{User, TravelAgency, Airline} 3: GetFlightOffers(requestData) )

{User, TravelAgency, Ainine} 4: GetFlightOffers(requestData) o
: {User, TravelAgency, Airline}
| 5: filteredFlightOffers :=
| filterOffers(requestData, flightOffers)
l o
f {User, TravelAgency, Airline}
l . : ; = fil P

7: RetFlightOffers(flightOffers) i bt el e g G g L B

8: GetSingleSelection(flightOffers) i {User, TravelAgency. A}'ﬁn;} _____ i {User, TravelAgency, Airline}

I

{User, Airline} 1

1 1
9: BookSelected(flightOffer := singleSelection I 1 3
(g 9 ) 10: ReleaseCCI(airline := flightOffer.airline) ! co nﬁ rm atl o n Of

{User, Airline}

{User, Airline}

1
[

1

1

1

[

{User} I I

ser’ . | 1

credit card release |

1 1

11: ConfirmRelease(ccd, airline) 3 : :
{User} : :

12: GetDeclassifiedCCD() : :
{User} 13: ccd_decl := declassiflyCCD(ccd) :

1 1

| | !

14: DeclassifiedCCD(ccd_decl) {User->User Airline} : :

1 1

: 1

1

15: BookFIightOffer(ld = flightOffer.id, ccd_decl)
{User, Airlin}e)

1

[

|

1

16: processBooking(id, ccd_decl)
{User, Airline}

17: PayCommission()
{User, TravelAgency, Airline}

18: OkPayCommission()

T " 19: OkConfirmBooking() !
3 imy 0000 K< — - —Q— — — — = — — N — - — — — — = R = S R R

uiliu {User, TravelAgency, Airline} 1 H

{User, TravelAgency, Airline} 1

1

I




|
Travel Planner: security lSS:.

Institute for
Software & Systems
Engineering

* Subjects (user, apps & web services): S

S = {User, Airline, TravelAgency}

TravelPlanner

* Security domains: d € S, d & 5xS

{User}, {User, Airline}, {User, Airline, TravelAgency},
{User}->{User, Airline}

L Security policy: [ {User} \ «intransitive» s

[ {User} -> {User,Airline} j

[ {User,Airline} j( «intransitive» J

{User,TravelAgency,
Airline}
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Travel Planner: security (cont.) ISSE.

Institute for
Software & Systems
Engineering

Assigning security domains to data & messages:

(
CreditCardDetails
== 4 -ccd
e =-- - {User}
{User} «intransitive» \_ y,

63: ccd_decl := declassifIyCCD(ccd)

{User,Tra\;e IAgency, I

l Airline} !l ~ '
-~ {User->User,Airline} |

1

[\
w {Use I’} > {User,Airﬁne}
- e o |
[ {User Airline} } dintransitive» -> !

' [ 17: PayCommission() | ,
r-r l {User, TravelAgency, Airline} J | |
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TravelPlanner: behaviour

Institute for
Snfhware R Svatemg

«User» «Application» «Application» «Service» «Service»
user : User : TravelPlanner : CreditCardCenter : TravelAgency : Airline

T ) T T T

| 1: Getinput<RequestData>() | |
{User, TravelAgency, Airline} :
I
I

2: GetFlightOffers(requestData := input) |

{User, TravelAgency, Airline} 3: GetFlightOffers(requestData) )

{User, TravelAgency, Ainine} 4: GetFlightOffers(requestData) o
: {User, TravelAgency, Airline}
| 5: filteredFlightOffers :=
| filterOffers(requestData, flightOffers)
l o
f {User, TravelAgency, Airline}
l . : ; = fil P

7: RetFlightOffers(flightOffers) i bt el e g G g L B

8: GetSingleSelection(flightOffers) i {User, TravelAgency. A}'ﬁn;} _____ i {User, TravelAgency, Airline}

I

{User, Airline} 1

1 1
9: BookSelected(flightOffer := singleSelection I 1 3
(g 9 ) 10: ReleaseCCI(airline := flightOffer.airline) ! co nﬁ rm atl o n Of

{User, Airline}

{User, Airline}

1
[

1

1

1

[

{User} I I

ser’ . | 1

credit card release |

1 1

11: ConfirmRelease(ccd, airline) 3 : :
{User} : :

12: GetDeclassifiedCCD() : :
{User} 13: ccd_decl := declassiflyCCD(ccd) :

1 1

| | !

14: DeclassifiedCCD(ccd_decl) {User->User Airline} : :

1 1

: 1

1

15: BookFIightOffer(ld = flightOffer.id, ccd_decl)
{User, Airlin}e)

1

[

|

1

16: processBooking(id, ccd_decl)
{User, Airline}

17: PayCommission()
{User, TravelAgency, Airline}

18: OkPayCommission()

T " 19: OkConfirmBooking() !
3 imy 0000 K< — - —Q— — — — = — — N — - — — — — = R = S R R

uiliu {User, TravelAgency, Airline} 1 H

{User, TravelAgency, Airline} 1

1

I




Travel Planner: security (cont.)

I55=.

Noninterference theorem
(extension of Rushby/van der Meyden):

(Security policy satisfied, if

RM1: s, =,s,— output(s,, d) = output(s,, d)
RM2:  s; =4om(a) S2 A Sall) =s5(1) A | € alter(dom(a))
— step(s,, a)(l) = step(s,, a)l)
RM3:  step(s, a)(l) #s(l]) — | € alter(dom(a))
AOI: alter(d;) N observe(d,) # & —d,;~ d,
.

~

J

Institute for
Software & Systems
Engineering

(true by construction) ‘/
(true by construction) 1/

(true by construction) ‘/

(prove)
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TravelPlanner: security properties ISS:.

«structured»
Credit card details never flow to the Travel Agency

Institute for
Software & Systems
Engineering

«noFlow »

CreditCardCenter.ccd >> TravelAgency
|

their attributes can be sources and
sinks of information

I
E * Components (apps/services) and
I
[

«structured»
Credit card details only flow to the Airline

«allow edFlow »

( v
CreditCardCenter.ccd > > Airline

«noFlow » «otherSinks»

e Information flow is either

— disallowed («noFlow»), or

— allowed («allowedFlow»)
... Via a specific method («via»)
... after user confirmation (/confirmation])

&£

«structured»
Credit card details only flow to the Airline after an explicit
confirmation by the user .
( . * Properties can be
oo > > < — automatically checked on the code level, or
: — verified interactively using the formal
«allow edFlow ». «allow edFlow »
o on] declassifyCCD m Od e |
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TravelPlanner: automatic IF check ISSE.

Institute for
——————————————— Software & Systems
«structured» Engineering

Credit card details never flow to the Travel Agency - disallowed information ﬂOW

«noFlow » €=

|
I
I
I
CredltCardCenter ccd >> TravelAgency I
I
I
.

IFlow Framework

e 1-:-2‘1}@4'-:-:' '-:-59:’-3’1}—:9-5-_' (3 versions)
l__'_‘\PE?__J l_§€’_"LC§Z_J rFm—————
4 Y |
: : Platform- I
1. Generate a code skeleton as a check with JOANA 1| jricPendent |y
. . I
monolithic Java application : —I
d ep| oy Andn}l’d- '[ An:g;id— ]
N specific )
. . Distributed system /rr \I
2. Generate and run information flow () ! Web Service- \'{ Service- ]
. Appl Servicel <« ifi API
check with JOANA (PDG-based IFC) 14— Fomm 1 Lo,
I App2 Service2 |
\ ]

3. Distribute application as
Android apps and Java web services
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K
TravelPlanner: verification lSS:.

Institute for
«structured» Software & Systems
Engineering

— disallowed direct information flow

Credit card details only flow to the Airline after an explicit
confirmation by the user

44—

«noFlow »

|

|

|

| _( N

QR+ Conter.ccd > > S explicitly allowed information flow
|

|

|

|

| S ~ viaa specific method
«allow edFlow » «via» I «allow edFlow »
[confirmation] declassifyCCD |

. . —~domain(ccd) = domain(Airline) A
Proof ObllgahonS: domain(ccd) = domain(declassifyCCD) A
domain(declassifyCCD) = domain(Airline)
1. Security policy implies property

2. Application model satisfies security \ [wsen»wse?fmmne} b

. . 4
policy (noninterference theorem) {UserAirline) ] cntransiiver )

{User,TravelAgency,

3. declassifyCCD is only called after [ Airine) ]
confirmation

{ {User} «intransitive»

Prof. Dr. W. Reif, reif@isse.de



Overview ISSE.

Institute for
Software & Systems

Engineerin g

* IFlow: a model driven approach for developing
distributed apps with secure information flow

 Software/security co-design in distributed apps

— Modeling
— Automatic check and verification

 Special aspect: limited release of information
— Modeling
— Verification
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Distance Tracker: property ISSE.

e — e —

«structured»
Tracker Service never learns the user's position, but only a run distance

«noFlow»

[ !

|
I
|
l
DistanceTracker.gpsPositions > TrackerService |
|
|
l
[
|

calcDist

«allowedFlow» T
callowedFlow» >E i T %

* Tracker Service never learns the user’s location

* Distance Tracker properly anonymizes the user’s location data as distance
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What do we prove? ISSE.

Institute for
Software & Systems

Engineerin g

 define equivalence class of all inputs that map to the
same output
* reason about size of the classes

,For every valid output there are enough (e) different
inputs with mutually disjoint positions*:

Y x, d. calcDist(x) =d —
da set. #a set=e A disjoint(a_set) A
Vvy.y & a set — calcDist(y) = d

Prof. Dr. W. Reif, reif@isse.de



calcDist(act : Activity) : Distance —

Inatiti te for

ul:string ”u:double nLi:Integer ﬁ \i:GPSPos I
Activity GPSPos Distance L
-nickname : String -positions |-latitude : double -distance : Integer
4 * ~|-longitude : double -nickname : String Jiineger =Mathround;
.. - . H ] . - if(j>i j.:= 5 ) ~ad
{ordered} e e

d :=create Distance(j, nn, s);

gp : GPSPos :=pos.get(0);

cur : GPSPos :=gp;

dst : double :=0.0;
for(i :int :=1;i <pos.size(); i++) { p1: GPSPos H I p2 : GPSPos ﬂ ’ max : Integer [

next : GPSPos :=pos.get(i);
dst :=distance(next, cur, max);
len :=len + dst;
cur :=next;

act : Activity

pos : List<GPSPos> := act.
positions;
nn : String := act.nickname;
max : Integer :=100000;
d :=create Distance(0, nn, "");
len : double :=0.0;

d :=prepareResult(nn, len, max, cur);

L. 4
[p1.latitude > 90 or p1.latitude <-90 or
p2.latitude > 90 or p2.latitude <-90 or -
p1.longitude > 180 or p1.longitude <=-180 or lat1 : double :=p1.latitude;
p2.longitude > 180 or p2.longitude <=-180] lat2 : double :=p2.latitude; ‘ [else] )$
lon1 : double :=p1.longitude;
lon2 : double :=p2.longitude;
R:int :=6371;// Radius of the earth
SRBRe = o0 -oni; [Pt Jongitude == p2longitude]
latDistance : double := Math.toRadians(lat);
lonDistance : double := Math.toRadians(lon); z '=Math.abs
a:double :=Math.sin(latDistance / 2) * Math.sin(latDistance / 2) (p1.latitude - p2.
+ Math.cos(Math.toRadians(lat1)) * Math.cos(Math.toRadians(lat2)) latitude) *
* Math.sin(lonDistance / 2) * Math.sin(lonDistance / 2); 111000
c :double :=2 * Math.atan2(Math.sqrt(a), Math.sqrt(1 - a));
— distance : double :=R*c *1000; // convert to meters

z :=Math.sqrt(distance);

z :double

Prof. Dr. W. Reif, reif@isse.de




Summary ISSE.

Institute for
Software & Systems
Engineering

IFlow integrates

 a model driven approach (ModelFlow)
 formally verified information flow properties
e automatic information flow control
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